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EASY DECISION DIFFIE-HELLMAN GROUPS
STEVEN D. GALBRAITH anp VICTOR ROTGER

Abstract

The decision Diffie-Hellman problem (DDH) is a central computa-
tional problem in cryptography. It is known that the Weil and Tate
pairings can be used to solve many DDH problems on elliptic curves.
Distortion maps are an important tool for solving DDH problems
using pairings, and it is known that distortion maps exist for all super-
singular elliptic curves. An algorithm is presented here to construct
suitable distortion maps. The algorithm is efficient on the curves that
are usable in practice, and hence all DDH problems on these curves
are easy. The issue of which DDH problems on ordinary curves are
easy is also discussed.

1. Introduction

It is well known that the Weil and Tate pairings make many decision Diffie-Hellman (DDH)
problems on elliptic curves easy. This observation is behind exciting new developments in
pairing-based cryptography. This paper studies the question of which DDH problems are
easy, and which are not necessarily easy. First we recall some definitions.

DEcisioN DirriE-HELLMAN PROBLEM (DDH). Let G be a cyclic group of prime order r,
written additively. The DDH problem is to distinguish the following two distributions in G*:

D; ={(P,aP,bP,abP): P G,0<a,b<r};
Dy ={(P,aP,bP,cP): P eG,0<a,b,c<r}.

Here, D is the set of valid Diffie-Hellman-tuples and D, = G*. By ‘distinguish’ we mean
that there is an algorithm that takes as input an element of G*, and outputs ‘valid’ or ‘invalid’,
such that if the input is chosen with probability 1/2 from each of D and D, — D1, then the
output is correct with probability significantly more than 1/2. (For precise definitions, see
[4].) The DDH problem for a family of groups is said to be hard if there is no polynomial-time
algorithm that distinguishes between the two distributions. A widely believed assumption
in cryptography is that there exist families of groups for which the DDH problem is hard.

We now give a generalisation of the DDH problem, which — following Boneh, Lynn and
Shacham [6] — we call co-DDH.

GENERALISED DECISION DIFFIE-HELLMAN PROBLEM (cOo-DDH). Let G and G, be two
cyclic groups of prime order r. The co-DDH problem is to distinguish the following two
distributions in G% X G%:

{(P,aP,Q,aQ): Pe€G,0€G,0<ax<r};
{(P,aP,Q,cQ): PeG,Q€Gyr,0<a,c<r}.
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Easy decision Diffie—Hellman groups

The goal of this paper is to determine which DDH and co-DDH problems on elliptic
curves are made easy by using pairings. A common technique is to use distortion maps
(endomorphisms that map certain subgroups of E[r] to different subgroups) to ensure that
the required pairing values are non-trivial. Theorem 5 of Verheul [28] states that a suitable
distortion map always exists for subgroups of supersingular curves. This result alone does
not imply that all DDH problems can be solved efficiently, since we require an explicit
description of the map.

In Sections 2 and 3 we show that the trace map handles almost all cases. In Section 5
we give an alternative proof of [28, Theorem 5] (restricting to the remaining cases), which
is more constructive. In Section 6 we show that a certain endomorphism /—d suffices,
and we give an algorithm to construct this distortion map. The complexity analysis of our
algorithm proves that all DDH problems are easy on the supersingular elliptic curves that
could potentially be used in practice. Sections 7 and 8 illustrate the theory in concrete
situations. In particular, Section 7 lists some well-known examples and shows that they
always suffice in practice. Section 8 gives examples of our method in the case where the
distortion map cannot be an automorphism of the curve. Some of the examples in Sections 7
and 8 show that our algorithm is not optimal, in the sense that it does not necessarily produce
an endomorphism of minimal degree.

Our results may have applications, as they mean that cryptographic protocols can use
random points P and Q on a supersingular elliptic curve, and there is always a modified
pairing so that e(P, Q) # 1.

In the case of ordinary elliptic curves, there are two hard DDH subgroups remaining.
Understanding whether these are truly hard is a challenge to any interested person.

2. Elliptic curves

We will be concerned with elliptic curves E over finite fields I, such that r is a large
prime dividing #E (F,), and such that gcd(r, g) = 1. The embedding degree is the smallest
positive integer k such that r | (g€ — 1). We restrict attention to elliptic curves such that
k is not large (say, bounded by a fixed polynomial in log(q)). Hence, one can efficiently
compute in E(F «). We always assume that k is coprime to r (this is always true, since 7 is
a large prime and k is small).

We will repeatedly make use of the following properties of the Weil pairing (see the work
of Silverman [25, Section II1.8]).

LEMMA 2.1. Let E be an elliptic curve over T, let r be a positive integer, and let P, Q €
E[r). Then the following statements hold.

(1) e (P, P) =1

(2) P and Q generate E[r] if and only if e, (P, Q) is a primitive rth root of unity. In
particular, if r is prime, then P and Q generate E[r] if and only if e, (P, Q) # 1.

(3) IfR € E[r], then R € (P) ifand only ife, (P, R) = 1.

Proof. The first statement is the well-known alternating property of the Weil pairing.

Property (2) follows, since if e, (P, Q) is not primitive, then e,(P,aP + bQ) is not
primitive for all a, b € Z, which contradicts the non-degeneracy of the Weil pairing. Con-
versely, if e, (P, Q) is a primitive rth root of unity, then P and Q have full order r, and by
property (1) they are independent.
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Easy decision Diffie—Hellman groups

Suppose that P and Q generate E[r], and write R = aP + bQ. Then ¢.(P, R) =
e-(P, Q)?, and this is 1 if and only if b = 0 (mod r). This proves property (3). O

REMARK 2.1. Property (3) shows that the subgroup membership problem for any cyclic
subgroup G C E(IF,) is easily solved using the Weil pairing if the embedding degree is
small. Note that property (3) does not necessarily hold for the Tate pairing. (For details on
the Tate pairing, see [11] or [14].)

The above properties clearly imply that all genuine co-DDH problems are easy. This
result is already well known, but for emphasis we state it as a proposition.

PROPOSITION 2.2. Let E be an elliptic curve over Fy, and let r be a prime. Suppose that
E[r] C E(IFqk), where k is polynomial in log(q).

Let Gy and G be cyclic subgroups of order r in E(Fx), such that Gy # G». Then all
co-DDH problems in G1, G, can be solved in polynomial time.

Proof. The fact G1 # G, implies that G| N G, = {Og}. Hence, for all P € Gy, Q €
G», with P, Q # Og, we have {P, Q} forming a basis for E[r], and so by property (2),
e (P, 0) # 1.

The co-DDH problem on a tuple (P, P2, Q1, Q») is therefore solved by testing whether

er(P1, 02) < e (P2, O1). O

REMARK 2.2. As mentioned above, this result is not always true for the Tate pairing. How-
ever, in most practical cases the Tate pairing can be used, and will give a more efficient
solution (see [2, 15, 14] for details).

For the remainder of the paper we will be concerned with solving DDH problems. Clearly,
the Weil pairing cannot be used directly to solve these problems.

When k = 1 and E(IF,)[r] is a cyclic group of order r, then (due to the non-degeneracy
of the Tate pairing) the DDH problem in this group can be solved in polynomial time. Note
that if » > (2,/q + 2), then the curve is ordinary (since r | #E(Fy) = (¢ +1 —¢) and
rl(g—1,andsor | (t —2)).

The case k = 1 and E(IF;)[r] non-cyclic is more interesting. The Weil and Tate pairings
can have very different behaviour in this case (for example, there are cases where the
Tate pairing gives non-trivial self-pairings for all non-zero points, and cases where the Tate
pairing gives trivial self-pairings for all points). The ordinary case has been used by Joux and
Nguyen [18] to generate examples where the DDH problem is easy and the CDH problem
seems to be hard. We note that [28, Theorem 5] states that in the supersingular case, suitable
distortion maps always exist; [28, Theorem 7] shows that in the ordinary case many DDH
problems can be solved in this case, using the Weil pairing with a suitable distortion map.

In practice, the case k > 1 is of greater interest. Hence, for the remainder of the paper,
we make the following assumption.

AssuMPTION. The embedding degree is assumed to be k > 2.
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3. Trace maps

The trace map was proposed as a distortion map by Boneh et al., in the full versions of
[5] and [6]. Since Fqk /T4 is a Galois extension, we can define, for any point P € E(IE‘qk),

k—1
Te(P) =Y 7'(P),
i=0

where 7 is the g-power Frobenius map. Equivalently, if P = (x, y), then
k—1 » )
Te(P) = Y (x7 . y7).
i=0
The trace map is a group homomorphism, and if P € E(IF,), then Tr(P) = kP.
Let P,Q € E (IFqk)[r]. Define the function e(P, Q) to be either the Weil pairing
e(P, Q) = e, (P, Q) or the Tate pairing

e(P,Q) = (P, Q) V"

(see, for example, [11] or [14]). If P € E(IF;) and k > 1, then (since Fqk is the extension of
[, of minimal degree that contains non-trivial 7th roots of unity) it follows thate(P, P) =1
for the Tate pairing as well as the Weil pairing.

If r | #E(IF,), then the eigenvalues of 7 on E (Fq)[r] are 1 and ¢g. Hence there is a basis
{P, Q} for E[r] such that 7(P) = P and 7 (Q) = g Q. Now, {P, Q} forms a basis for the
r-torsion and so, by the same arguments as those used to prove part (2) of Lemma 2.1, we
see that e(P, Q) # 1 for both Weil and Tate pairings.

Boneh observed (see [3, 14]) that the eigenspace (Q) of points with eigenvalue g is equal
to the set of all points R € E(F«)[r] such that Tr(R) = Og. Boneh has also shown that
e(Q, Q) = 1 for the Tate pairing as well as the Weil pairing (see [14]). We call (Q) the
trace zero subgroup, and we denote it by 7.

LEMMA 3.1. Let E be an elliptic curve over Fy. Let r be a large prime such thatr | #E (Fy)
and r | (g5 — 1). Define the basis {P, Q} as the eigenbasis for Frobenius as above. Let
S=aP+bQ € E(Fqk) with ab # 0, and let G = (S). Then the DDH problem in G can
be solved in polynomial time.

Proof. Consider (S, uS,vS, wS). Since Tr(S) = kaP # O and b # 0, we see that
e(S, Tr(S)) # 1. Hence, the DDH tuple (S, uS, vS, wS) gives rise to the co-DDH tuple

S, uS, Tr(vS) = vTr(S), Tr(wS) = wTr(S))
and, as we have seen, all co-DDH problems can be solved using the Weil pairing. O

Hence, only two potentially hard DDH problems remain, namely the subgroup (P),
which is the set of 7-torsion points that are defined over the field F,, and the trace zero
subgroup 7 C E (]Fqk)[r]. Equivalently, these are the two eigenspaces in E (]Fqk)[r] for
the g-power Frobenius map. In the ordinary case, these problems seem to be hard. For the
remainder of the paper, we consider the supersingular case.

4. Review of quaternion algebras

We devote this section to fixing the notation and briefly reviewing the theory of quaternion
algebras that we need in the rest of the paper.
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A quaternion algebra over a field K is a central simple algebra of rank 4 over K.
A quaternion algebra B is division if B % Mj(K) or, equivalently, if B* = B \ {0}.
If char(K) # 2, every quaternion algebra is of the form

m,n . . .. ) ) .. ..
B=(7>::K+K1+K]+K1], i“=m, jo=n, ij =—]i

for some m,n € K*. The conjugation map on Bisa + bi + c¢j + dij = a —bi —cj —dij,
and the reduced trace and norm on B are Tr(e) = o + @ and n(¢) = « - o« for any o € B,
respectively.

We next present two different but equivalent versions of the Skolem—Noether theorem
(see [29)).

PROPOSITION 4.1. Let B be a quaternion algebra over a field K .

(1) Let o : B —> B be an automorphism of B over K. Then o (o) = y !

y € B*.

(2) Let L/K be a quadratic field extension of K. Let ¢,V : L — B be two different
immersions of L into B over K. Then there exists y € B* such that ¢ (o) =y~ "W (a)y for
alla € L.

ay for some

Let R be a Dedekind ring, and let K be its field of fractions. Let B be a quaternion
algebra over K. We say that a place v < oo of K ramifies in B if B ® K, is a division
algebra over the completion K, of K at v. A classical theorem (see [1] or [29, p. 74]) states
that there is a finite and even number of places of K that ramify in B. Conversely, for any
finite set {vy, ..., vy} of places of K of even cardinality, there exists a unique quaternion
algebra up to isomorphism that ramifies exactly at the places v;.

The reduced discriminant of B is defined to be the product Dg = [] g of all finite prime
ideals of R ramifying in B.

An element « in B is integral over R if Tr(«), n(a) € R. Unlike number fields, the set
of integral elements in B is not a subring of B. (For an example, see [29, p. 20].)

An order R in B over R is a subring of B of rank 4 over R. We say that R is maximal if
it is not properly contained in any other order of B. A left projective ideal I of a maximal
order R is a locally principal sub-R-module of B of rank 4 over R. Two projective left
ideals I and J of R are linearly equivalent if I = J - « for some o € B*. We let Picg(R)
denote the set of linear equivalence classes of left projective ideals of R over R. The set
Picg (R) is finite, and its cardinality /& g (B) = #Picg(R) is independent of the choice of R.
The conjugation class of an order R over R is the set of orders [R] = {y "Ry : y € B*},
which has infinite cardinality. There is, however, a finite number 7z (B) of conjugation
classes of maximal orders in B over R.

PROPOSITION 4.2. Let K be the field of fractions of a Dedekind ring R, and let B be
a quaternion algebra over R. Then the following statements hold.

(1) hr(B) = tr(B).

(2) If K is a local field, then hg(B) = tp(B) = 1.

(3) If K is a number field and I is any ideal of K, there exists an integral ideal ‘Nt of R,
(M, M) = 1, such that hgp1/m)(B) = tg1ym(B) = 1.

Proof. The first two statements can be found in [29, p. 26], and [29, Chapter II], respectively.
As for the third, let R be a maximal order of B, and let {I, ..., I,(p)} be a full set of
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representatives of the projective left ideals in Picg (R). It follows from [23, p. 5], that [;
can be chosen such that 91 = n(/y) - ... - n(Jp,(p)) is coprime to M. Since /; are invertible
in R[1/], we see that hg[,m)(B) = 1. By (1) we also have tg[1/o(B) = 1. ]

Let B = (%) := K+ Ki+ Kj + Kij,i* =m, j> =n,ij = —ji,and let R be a
maximal order in B over R. Two questions that naturally arise in several contexts, and that
we encounter in the proof of Theorem 5.2, are the following.

1. Do there exist elements 77, ¥ € R suchthat 72 =m, Y2 =n, 7y = —yYm?

2. Fix 7 € R such that 72 = m (if there is any). Does there exist ¥ € R such that
vi=n,ny = —yn?

These questions were considered in [24, appendix ]. We state here a partial answer, which
will suffice for our purposes.

PrOPOSITION 4.3. Let the notation be as above.
(1) Iftgr(B) = 1, then there exist T, € R such that 7> = m,y*> =n, ny = — Y.
(2) Fix w € R such that 7°> = m. If tr(B) = 1 and O = R[J/m] C K (/m) is locally
a discrete valuation ring at the places v t Dp of class number h(Q) = 1, then there exists
V¥ € R such that > =n, my = — Y.

Proof. Part (1) follows from [24, Proposition 5.1]. As for (2), let &(m) denote the set of
embeddings i : R[s/m] < R over R up to conjugation by elements in the normalizer group
Normp=(R). Since 7 € R, &(m) is non-empty. Eichler proved that &(m) is a finite set.
More precisely, we have from our hypothesis and [29, Theorem 3.1 on p. 43 and Theorem
5.11 on p. 92], that in fact #&(m) = 1. It now follows from [24, Proposition 5.7 and its
remark below], that there exists ¥ € R such that > = n, 7 = — 7. O

Let B be a quaternion algebra over Q. We say that B is definite if co ramifies in B: that
is, if B ® R = H is the algebra of real Hamilton quaternions. Equivalently, B is definite if
and only if Dp is the product of an odd number of primes. Otherwise, B ® R = M»(R),
and we say that B is indefinite.

If B is indefinite, then hz(B) = tz(B) = 1. Otherwise, hz(B) and t7(B) can be
computed explicitly as in [29, p. 152]. When Dp = p is prime, the class number
hz(B) is the number of isomorphism classes of supersingular elliptic curves over Fp,
and t7(B) is the number of isomorphism classes of supersingular elliptic curves up to
Gal(Fl, /F)-conjugation.

Let Q, be a local completion of @Q at a place v < oco. The Hilbert symbol over Q, is a
symmetric bilinear pairing

(ot Q/QF x Q/Q32 — (1),
which may be defined as (m, n), = 1 if the quaternion algebra (%) >~ M5(Q,), and
(m, n), = —1 otherwise.

In practice, the Hilbert symbol is computed as follows. For v = oo, we find that
(m,n)ec = —1if and only if m < 0 and n < 0. For any odd prime p, (m,n), can
be computed by using the multiplicative bilinearity of the pairing and the following three
properties:

* (=p.pp=1

e (m,n)p, = 1if p {2mn;

e (m, p)p = (%) is the Legendre quadratic symbol for any p t m.

Finally, the Hilbert symbol at 2 follows from the equality ]—[U(m, n), = 1.
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5. Supersingular curves and distortion maps

In the next sections we restrict attention to supersingular curves. As is known (see,
for example, [25, Theorem V.3.1] and [17]), an elliptic curve E over a finite field F, is
supersingular if and only if Enqu (E) ® Q is a quaternion algebra over Q of reduced
discriminant p.

Verheul [27] was the first to propose using non-rational endomorphisms to solve DDH
problems. Let P € E(Fqk) be a point of order r. If Y € End(E) is such that ¢ (P) & (P),
then { P, ¥ (P)} is a generating set for E[r], and so e, (P, ¥ (P)) # 1. It follows that DDH
problems in (P) can be solved. Verheul called such endomorphisms distortion maps.

Originally, distortion maps were exclusively used to map points defined over IF; to points
defined over F «. In other words, the focus had been on the 1-eigenspace for the Frobenius
map on E[r]. Verheul states [28, Theorem 5] that a suitable distortion map exists for every
point P € E[r] when E is supersingular. The proof of [28, Theorem 5] is not constructive,
and it seems difficult to obtain an algorithm for finding a distortion map using that approach.

In Theorem 5.2 below, we obtain an analogous result to that in [28], using completely
different techniques. We can then give in Section 6 an algorithm for constructing a distortion
map for any supersingular curve.

LEMMA 5.1. Let E be a supersingular elliptic curve over By, and let yr be an endomorphism.
Let P be an element of one of the eigenspaces of the q-power Frobenius map . Then
maps P outside (P) if and only if

P & ker(Yym — ).

Proof. Suppose that 7(P) = [m]P for some m (indeed, either m = 1 or m = g). Now,
Y (P) also in the eigenspace means that 7 (P) = [m]y(P) = ¥ ([m]P) = Y= (P). In
other words, P € ker(yymr — mw). The converse is similar. O

THEOREM 5.2. Let E be a supersingular curve over ¥y, g = p“. Suppose that k > 1, and
letv | #E(Fy), r # p, v > 3, be a prime. Let 7 be the g-power Frobenius map, and let
P € E(F ) be in a m-eigenspace. Then there exists a distortion map Y on E that maps P
outside (P).

Proof. By Lemma 5.1, to prove the result it is enough to prove that there exists ¢ € End(E)
such that r  deg(zwy — ¥).

Let P(T) = T? — (T + g be the characteristic polynomial of the g-power Frobenius
element 7 acting on E. Since k > 1, we know (see, for example, [30] or [14, Theorem
1.20]) that P(T) is irreducible, and so its roots generate a quadratic field of Q.

The endomorphism ring R = End(FE) is a maximal order in the quaternion algebra
B, = End(E) ® Q, which ramifies exactly at p and oo; see [17]. The ring Endp, (E) is an
order in the quadratic field Q(r) = Endr, (E) ® Q =~ Q(y/t? — 4q), naturally embedded
in R. Let ;g = 2w — t € Q(or), which satisfies Tr(;rg) = 0 and n(;rg) = —713 =4q —1°.

There is a morphism of QQ-vector spaces

¢z :B, — B,
v o Yy -y
with ker(c;) = Q().
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Let s € Z. We remark that there exists an element y9 € B, such that 1//3 = —s and
moYo = —¥omo if and only if
1? — 4q, —s)
B, ~ | ———). (5.1
! ( Q

Indeed, one direction is immediate. The other implication follows from the Skolem-
Noether theorem: if

2
B, =Q+Qi+Qj+Qij = (tf%),
there exists y € B;; with g = y iy, and we may take Yo =y~ jy.

Note that since the discriminant of B, is p, condition (5.1) for a given s can be checked
by computing a finite number of local Hilbert symbols. Moreover, since B, ® R is a division
algebra, we necessarily have s > 0.

Let s € Z be such that (5.1) holds. By Proposition 4.2(3), there exists an integer Ng
coprime to r such that tz1/n,](Bp) = 1. Similarly, there exists an integer Ni coprime to

r, such that Z[1/Ny, /t? — 4q] is locally a discrete valuation ring at all primes £ # p
and h(Z[1/Ny, \/t?> — 4q]) = 1. Indeed, this is accomplished by considering a system of

representatives Ji, . . ., Jh(@(ﬂ)) of classes of ideals in the quadratic field Q(y/12 — 4q)
such that

" Ng /g o)
and taking
Ni=2- HN@(M)/@(JI')'

By Proposition 4.3, there exists ¥y € R[1/(Ng - N1)] such that wg = —s and mop =
—Yomo. Hence Nyg € R for some integer N supported at the primes dividing No - Nj and
thus coprime to ». The endomorphism N will be the distortion map that we are looking
for. (This is all assuming that condition (5.1) holds.)

Since

T — Yomr = 2movo

and
o — 1 o — 1 2
7 (woo) — (ool = (T>(ﬂolﬁo) - (ﬂolﬁo)(T> = (17 —4q)¥o,

it readily turns out that
Im(cr) = Q- Yo+ Q- movo

and
cx(R) 2 cx(Z+ Lo + NZpo + NZmipo) = (t* — 4q)NZy + NZmoro.

Moreover, the degree of the isogenies (% — 4q)N Yo and Nmpyp on E are computed in
terms of the reduced norm in the quaternion algebra B), as

deg((t* — 4q)N o) = (t* — 4q9)>N*n(Yo) = (t* — 4q)*N*s

and
deg(Nov0) = N*n(mo)n(o) = (4q — t*)Ns.
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Hence s s
deg(w (Nvo) — (NYo)m) = N“(4g — 1)s
is coprime to r, as desired.

It remains to give choices of s for which (5.1) is satisfied. According to a theorem of
Waterhouse [30], the possible values of the trace of the Frobenius endomorphism are
r=0, t=+p?, t=42p*?  and  1=+plth/2,
Recall that we can exclude the value 1 = +2p®/? because we are assuming that k > 1.
Hence, the only possible prime factors of 4g — > are 2, 3 and p, and in order to prove the

claim, it suffices to show that
1?2 —4q, —s
Be{—g )
either for s = 1 or for some prime s, s # r.

The following table lists, for each of the possible values of 7, a choice of s such that
condition (5.1) holds.

t=0,aisodd, p#1 (mod4) | s =1
t=0,aisodd, p =1 (mod4) | s isany prime s = 3 (mod 4) and split in Q(/—p)
t =0,aiseven s=p
t = +p@th/2 s=1
t =+p/? s=p

This table can be checked by computing the relevant Hilbert symbols. We give details
of the argument for the first two rows of the table. Assume that # = 0 and a is odd. We see
that (—4p?, —s)¢ = (—p, —s)¢ for all primes £ and (—p, —s), = 1 for all finite primes
£+ 2p -s. Moreover, we have (—p, —$)oo = —1 if and only if s > 0.

If p£1 (mod4), p #2, then( p,—Dp=(p,—1))p = (—1) = —1. Since we know

that p and oo ramify in (=&

=1y and the number of ramlfylng places must be even, we

see that (—p, —1), = 1. Hence (=2
—p,—1

B, o)

Similarly, if p = 2, it holds that B, ~ (_2 _1)

If p = I(mod 4) and s is a prime s = 3(mod 4) and split in Q(/— p) (that is, ( 2y = 1)
then (—p, =)y = (p.—s)p = (5}) = —land (=p, =s)s = (=p,9)s = (T) =
Hence B, _”@_s).

Note that the theorem of Cebotarev implies there are infinitely many suitable primes s
for line two of the table; hence we can always choose one that is not divisible by r.

We leave the checking of the remaining cases of the table above to the reader; remember
that line three of the table applies only to p = 2 or p = 3 (mod 4), that line four of the
table applies only to p = 2, 3, and that line five of the table applies only when p = 3 or
p =2 (mod 3).

This completes the proof. O

) is the quaternion algebra of discriminant p and

REMARK 5.1. It follows from the above proof that Theorem 5.2 is also valid for r = 3
unless p = 3 or t = £p?/?. The statement is valid for » = 2 precisely when p # 2 and
t = +p%?, orwhen p =3 andr = £p@t/2,
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6. An algorithm for constructing distortion maps

The aim of this section is to derive from the proof of Theorem 5.2, an algorithm for
constructing a distortion map on a supersingular curve over a field of characteristic p.

One might expect the first step of such an algorithm to involve computing a basis for the
endomorphism ring using Kohel’s algorithm [19] (which runs in exponential time). In fact,
we argue that this is not required. Instead, we reflect upon how one would obtain a usable
supersingular elliptic curve. It is known that for all finite fields IF, there is a supersingular
elliptic curve E defined over F, (and in general, there will be many non-F,-isomorphic
such curves). We claim that all the curves that could potentially be used in practice arise as
reductions of CM curves in characterstic zero of small class number.

To justify our claim, consider the following three candidate methods to find a super-
singular curve over a finite field:

1. using the complex multiplication (CM) method;

2. constructing curves over fields of small characteristic (For example, y> + y = f(x)
over [Fon is always supersingular.);

3. choosing random curves over F), or F > and counting points until a supersingular
curve is found.

The third method method is not useful, as the probability of success is negligible. The
number of isomorphism classes of supersingular curves over I, is equal to A4, + h_
(where i p is the class number of the order of discriminant D,andz_,, = Oif p = 1 (mod 4);
for details, see [17]). By the Brauer—Siegel theorem (more details below), this number is
roughly p!/2, and so the probability of a randomly chosen elliptic curve over F, being
supersingular is negligible. Similarly, the number of isomorphism classes of supersingular
curves over Isz is p/12 (see [25, Theorem V.4.1 (c)]), and so the probability of a random
curve over IF > being supersingular is negligible.

The second method restricts our attention to a very small number of isomorphism classes
(and hence j-invariants). In the example given, the curves all have j = 0. Hence, all these
curves can be treated as twists of reductions of curves in characteristic zero, and these curves
can be chosen to be CM curves. Hence the second method is essentially a special case of
the CM method.

The CM method works in the following setting. Let E be an elliptic curve over a number
field F with complex multiplication by an order @ in an imaginary quadratic field K =
Q(+/—d). Let p be a rational prime that does not split in @, and let p be a prime of F above
p- Then by the Deuring reduction theorem, E = E (mod p) is a supersingular elliptic curve
over the residue field k of F' at p. The main step of the CM method is to construct the ring
class polynomial of the order (@ (which has degree /¢, the class number of the order), and
to find a root of it in characteristic p. This process has exponential complexity in the class
number s, and can be applied in practice only when & is relatively small.

It would be very interesting to have an alternative construction for supersingular curves.
This open problem is also raised in [28, Section 4.1].

PROPOSITION 6.1. Let E/ F be an elliptic curve defined over a number field F with complex
multiplication by an order O of discriminant D in an imaginary quadratic field K =
QD). Assume that K ¢ F. Let p be a prime for which E has good and supersingular
reduction. Let p be a prime ideal of F above p. Let E over k = Fpm be the reduction mod
p of E. Let 7w be the p™-Frobenius map on E. Suppose that r | #E(Fpm) is a prime such
thatr > 3 andr { pD.
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Letd > Qbe suchthat/—d € O. Let ¥ € End(E) satisfy U2 = —d. Let Ve Endﬁp (E)
be the reduction mod p of W. 3
Then  is a suitable distortion map for points P € E[r] that lie in a w-eigenspace.

Proof. Notethatsince K ¢ F, H = F - K is a quadratic extension over F. We know by the
theory of complex multiplication that the minimal field of definition of the endomorphisms
of E is H; it follows that, if we let o € Gal(H/F) be a non-trivial element, then V% = —W.
Let k be the residue field of a prime ideal in H above p. The natural Galois action of
Gal(H/F) on Endy (E) ® Q descends to an action of Gal(k/k) on End;(E) ® Q = B),. If
we let 6 denote a generator of Gal(k /k), we find that ¥® = —, due to the compatibility
of the Galois action.

The Galois automorphism & acts on the quatermon algebra B), as an automorphism
o : B, — B,. By the Skolem—Noether theorem, a” = yozy -1 for some y € B*, which
is umquely determmed as an element of B;/Q*. Since 77 = ymy 1 = 7 because 7 €
Endy(E), we deduce that yr = 7y, and hence ey € Q(x). Since ¥ = yyy ! = —y, it
follows that Tr(y¥) = y¥ + y¥ = —¢y + ¥y = y¥ — ¥y = —Tr(y)¥ € Z. Hence
Tr(y) = 0and y = 7 in B;/Q*. Thus n = —Ym, and so Yyw — wy = 2¢m is an
isogeny of degree 4p™d.

Now let P € E[r] bein a m-eigenspace. We apply arguments used in the proof of
Theorem 5.2. Since r > 3 and r 1 pd, we see that P ¢ ker(y 7w — /). Therefore v (P) is
independent of P. O

We can now present our algorithm. The input is a supersingular elliptic curve E over a
finite field IF,, where ¢ = p™. We also assume that an order @ C End(E) of class number
he is specified. Note that by the Brauer-Siegel theorem, we find that the discriminant Dy
of O is O(h%;“s) (see Lang’s [20, Theorem XVI.5]; for non-maximal orders, see also [21,
Theorem 8.7]). The notation Dy = O (h?;rs ) means that for every ¢ > 0 there is a constant
cg, which depends on ¢, such that Dy < cgh%;rs for all ©.

ALGORITHM | (CONSTRUCTION OF A DISTORTION MAP ON E).

1. Let O be an order in End(E" ) of class number & . Compute the discriminant D of O.
Hence compute an integer d > 0 of size O (D) such that «/—d € O (for example, we can
take d = — D). Denote «/—d by ¥, so that i is a d-isogeny.

2. Factor d as [ [7_, [; (where [; are not necessarily distinct primes). Then ¥ is a com-
position ¥ ... ¥, of prime degree isogenies (and each y; will be defined over F2).

3. Use Galbraith’s algorithm [12] to construct a tree of prime degree isogenies between
Jj-invariants of supersingular elliptic curves in characteristic p. The tree starts with vertex
j(E), and the process terminates when this vertex is revisited by a non-trivial isogeny. Since
we know there is a non-trivial isogeny ¥ of degree d, we should select only the primes /;
as found in step 2.

4. Construct the isogeny ¥ on E explicitly as the composition of isogenies ;. Each
isogeny ¥; can be computed from the j-invariants of the corresponding elliptic curves,
using methods of Elkies [10] and Vélu [26]. Usually, it is also necessary to construct an
additional isomorphism between the image of the final isogeny ¥, and the elliptic curve E.
All these calculations will be performed over FF 2.

By Proposition 6.1, the endomorphism ¢ will be a suitable distortion map. Hence the
algorithm is clearly correct.
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We now roughly analyse the complexity of the algorithm. We assume a unit cost for
operations in the field of definition I, of E.We express the complexity in terms of the class
number i = hg. For further details of the complexity analysis of algorithms like this, see
Elkies [10] and Galbraith [12].

1. Step 1 isessentially trivial. Since D is O (h**¢), the complexity of this stepis O (h>1¢).

2. Factorisation can be easily done in time O (¥/d), which is O (h'*¢). The number 7 is
O (log(h)), while the primes themselves are O (d) = O(log(h2+€)).

3. There are n = O (log(h)) iterations of the process. Each step requires computing the
Ith modular polynomial ®;(x, y) (which has degree [ + 1 in each variable, and takes O (I 3)
operations to compute) and finding the roots of ®;(j, y) in Iqu (which takes O(!log(q))
operations). The total cost of this stage in the worst case is therefore O(log(h)(h6+€ +
hte log(gq))). The space requirement for the tree is O (log(h)).

4. Finding the path in the tree takes time O (log(h)). For each /-isogeny in the composi-
tion, Elkies’s algorithm requires o3 operations and Vélu’s requires O(/) operations.
Computing the isomorphism is trivial. Hence the total cost of explicitly computing the
isogeny v is O (log(h)h®*¢) operations.

To conclude, it is clear that step 3 is the dominant step. The total complexity of the
algorithm is O (log(h) (%% + h?*¢ log(q))). Since we can construct only curves for which
h is bounded by a polynomial function, this is therefore a polynomial-time algorithm on
families of curves that have been constructed in any practical setting.

7. Standard examples

In the previous sections, we showed the existence of non-rational endomorphisms 1 with
a certain property (namely, that ¥ (7 (Q)) # m (¢ (Q)) for points of order r which are in a
Frobenius eigenspace). In practice, there are a small number of examples of supersingular
curves that are widely used, and popular distortion maps are already known in these cases. In
this section we recall these familiar examples, and show that they satisfy the above property.

Table 1 gives the list of curves studied. These curves have been considered by several
authors (for example, Verheul [27] and Galbraith [13]). Note that in all cases, we have
J(E) = 0or j(E) = 1728. This table does not list all possible variations of distortion
maps. For instance, Barreto has suggested using

Y, y) = (x+¢3,y+ox+1),

where 2 + t = 3 in the case of characteristic 2 and k = 4.

PRrOPOSITION 7.1. Let E be a supersingular curve over F, from Table 1, where q is a power
of p > 3. Let w be the q-power Frobenius. Suppose that r | #E(F) and r > 3. Then the
distortion map  listed in the table satisfies r 1 deg(wy — ¥rmr).

Proof. Consider first the case when E is the curve y> = x> 4 ax over F, with k = 2 and
with the distortion map ¥ : (x, y) —> (—x, iy). Clearly, /> = —1 and this case is covered
by Proposition 6.1. One can also give a direct proof.

Now consider the case E : y2 = x3 4+ a with k = 2 over F, (p = 2 (mod 3)) and with
the distortion map ¥ (x, y) = (£3x, y). In this case we have 3 = 1, and so Proposition 6.1
does not apply. A variant of Proposition 6.1 that handles this case can be proved, but instead
we give the following direct argument. Let Q = (x, y) € E[r]. Sincer > 3, wehavex # 0.
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Table 1: Popular distortion maps.

k | Elliptic curve data

2| E:y?=x+aoverF,, where p=2 (mod3), p > 2;
HEWF,) = p + 1;
distortion map (x, y) —> ({3x, y), where §33 =1

2 y2 = x3 + ax over Fp, where p = 3 (mod 4);
HEF,) = p+1;
distortion map (x, y) —> (—x, iy), where i> = —1.

3| E: y2 = x3 +a over IF‘pz, where

p=5(mod6)anda € F,a ¢F, is asquare that is not a cube;
#E(F,0) = p>—p+1;

distortion map (x, y) —> (y2x?, by? /bP),

where a = b* (b € F,2) and y € F s satisfies y3 =b/bP.

4 | y2+y=x34+x+boverF;
distortion map (x, y) —> (&3x + 52, Y+ ¢3sx +5),
where s € F,4 satisfies s> + ¢35 + 1 = 0.

6 y2 =x3+ax + b over F3;
distortion map (x, y) —> (a¢ — x,iy), where i € Fy and o € 33
satisfy i> = —1 and o® + aa — b = 0.

We have 7¢/(Q) = m(¢3x,y) = (§3m(x), m(y), while Y(Q) = (5&37m(x), 7(y) #
7wy (Q). Clearly, Q ¢ ker(wyy — ¥mr), and the result follows.

Finally, consider the case k = 3 with E : y> = x> + a. Since y? ¢ 2, we have
7(y?) # y2. The x-coordinate of Y7 (Q) is y 27 (x), while the x-coordinate of 7y (Q) is
7 (y%x) = w(y?)m(x). Since r > 3, we have x # 0, and so the x-coordinates are not equal.
The result follows. O

PRrOPOSITION 7.2. Let E be a supersingular curve over F, from Table 1, where q is a power
of 2. Let w be the q-power Frobenius map. Suppose that r | #E(F,) is such that r > 1.
Then the distortion map r listed in the table satisfies r 1 deg(zw — Yr).

Proof. The relevant curve is E : y> + y = x> + x + b with distortion map ¥ (x, y) =
(C3x + 52, Yy 4+ ¢3sx + 5), where 533 = 1 and s + z3s + 1 = 0. Since 1//3 = 1, we cannot
apply Proposition 6.1, so we give a direct argument.

If 7y (Q) = ¥ (Q), then 729 (Q) = ¥%(Q), so it is enough to prove that the latter
equality does not hold. Suppose that g = 2", where m is odd (otherwise, k < 4). Clearly,
72 fixes qu, and so 7{2(§3) = 3. Now 72 does not fix s € IE‘q4 so, by inspection of the
minimal polynomial, 72(s) =5 + 3.

Let Q = (x, y) € E[r]. Then the x-coordinate OfT[zl//(Q) is 7T2(§3x +52) = §3n(x2)+
s+ 4‘32, while the x-coordinate of 1/;712(Q) is §37r2(x) + s2. The result follows. ]
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PrOPOSITION 7.3. Let E be a supersingular curve over F from Table 1, where q is a power
of 3. Let w be the q-power Frobenius map. Suppose that r | #E(F;) and r > 1. Then the
distortion map  listed in the table satisfies r { deg(w — ¥rr).

Proof. Clearly, > = —1, and Proposition 6.1 applies (take F to be a cubic extension of
Q). There is also an easy direct proof. O

8. Distortion maps that are not isomorphisms

By [25, Theorem II1.10.1], there are non-trivial automorphisms only when j(E) = 0
or j(E) = 1728 (in particular, when the endomorphism ring has a subring isomorphic to
either Z[i] or Z[¢3], both of which are rings with non-trivial units). Hence, we cannot expect
distortion maps to be automorphisms in all cases.

Even in the cases j = 0 and j = 1728, we see that the value s = 1 cannot always be
taken in the proof of Theorem 5.2. This indicates why the k = 3 example in characteristic
p (with 1 = p%/?) does not admit a distortion map that is an automorphism.

The aim of this section is to give some examples of these distortion maps. For the first
example, we use Algorithm 1. For the second example we use an ad-hoc technique that
shows that Algorithm 1 is not optimal.

8.1. Example: D = —8

This example illustrates Algorithm 1 with the case d = 2. The ring Z[+/—2] has dis-
criminant D = —8. The elliptic curve

E:y2:x3+x2—3x+l

has j-invariant equal to 8000, and its endomorphism ring is isomorphic to Z[+/—2].

We seek a 2-isogeny to a curve with j-invariant also equal to 8000. Consider the rational
2-isogeny whose kernel is generated by the 2-torsion point (1, 0). The equations for this
isogeny (found using [26]) are

( ) 3x2—2x+5 xZ-—2x—1
X, ) ’
Y 31 0 (x—1)2

and the image under this isogeny is the elliptic curve

Byt d0r 8

' 3 27
The curve E’ has j(E") = 8000, but it is not isomorphic to E over Q. There is an isomor-
phism from E’ to E over Q(+/—2) given by

1
x,y) — (TX— §’\/__2%)

The composition of the 2-isogeny and the isomorphism gives a distortionmap ¢ : £ —>
E which, by Proposition 6.1, is suitable for our application. This can be used for E over IF,
whenever p is inert in Q(+/—2) (thatis, p = 5, 7 (mod 8)).

‘We note that nicer equations in this case are known; see [8, Section 14B], [16] or [22].
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8.2. Example: D = -7

We consider the CM curve with j-invariant —3375 and endomorphism ring
Z[(1 + +/=T7)/2]. The units of this ring are simply £1. We consider the following curve
equation (obtained from Cremona’s tables [9]):

E:y’4+xy=x>—x>—2x—1.

By Deuring’s reduction theorem (see [21, p. 182, Theorem 12]) this curve has supersingular
reduction modulo p whenever p = 7 or (_77) = —1 (thatis, p = 2,5,6 (mod 7)). When
E is supersingular modulo p, then #E£(F,) = p + 1, and the embedding degree is k = 2.

We seek a non-rational isogeny from E to itself. Since Z[(1 4+ /—7)/2] contains v/—7,
we could apply Algorithm 1 to get a 7-isogeny. Instead, we note that Z[(1 4+ v/—7)/2]
contains elements of norm 2, and so we should be able to find a 2-isogeny.

Since the kernel of a 2-isogeny is an element of order 2, we start by finding the 2-torsion
on E in characteristic zero. Recall that a point P = (x, y) has order 2 if P = —P and in
this case —P = (x, —y — x); hence we require that x = —2y. One can easily check that

E[Z] = {OE’ (25 _1)7 (_2(3(, (X), (_255 a)}a

where o = (5 + +/—=7)/16.

The isogeny coming from (2, —1) is rational, and turns out not to be useful. Hence
we apply VElu’s formulae [26] to construct an isogeny with kernel generated by the point
(—2a, ). Summarising the results, let

—29 — 1057 —849 + 595/ —7
A= ——mM—— and Ag= ——————,
32 128
and define
=74+ 217
32x + 20+ 4/ -7

(=7+21/=-7)(2x +2y + 5+ V/=7)/8)

Y=y—- .

(8x + 5+ v=7)°

Then the map ¥1(x, y) = (X, Y) is a 2-isogeny from E to

X =x

E Y24+ XY =X>— X>+ A4X + Ag,
where j(E’) = —3375 too.
It remains to compute an isomorphism from E’ to E. Let

—1—-4=7

Uu=———;

4

11— /-7
T
—114+ -7,

64 '
5T
—s
Then the mapping Y2 (X, Y) = w?X + r,u’Y + u’sX + 1) is an isomorphism from E’
to E.

s =
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Defining ¥ (x, y) = ¥ (1 (x, y)), we obtain our distortion map from E to E. In practice,
it is easier to store the isogenies separately and to compute the distortion map by computing
the composition.

Proposition 6.1 does not apply to this map, so we give a direct proof that it is suitable.
Consider a point Q on the reduction of E over F,» (m odd) where p is inert in QW/=7).
Let 7 be the p™-power Frobenius. If QO ¢ ker(y), then we show that 7y (Q) # ¥ (Q).
The x-coordinate of the composition of the isogeny and the isomorphism is

-3+/-7  (—63-35/=7)/16 L= V=1
X .
8 8x +5+ /-7 32

Since 77 maps /=7 € F,2 to —v/—7, it s clear that we cannot have 7/ (Q) = ¥7(Q) for
any point Q except the points in the kernel of .

As noted above, this example shows that Algorithm 1 does not necessarily provide an
endomorphism of minimal degree. Finally, we note that nicer equations in this case are
known; see [7, Section 7.2.3], [16] or [22].

9. Remaining hard problems

In the ordinary case, Verheul [27] has shown that there are no non-rational endo-
morphisms. In this case it seems that DDH is hard in both eigenspaces for the Frobenius
map.

To solve the DDH problem in the small field, one might try to invert the trace map. In
fact, it is trivial to find pre-images under the trace map (for example, given R € E(F,), a
pre-image would be k! R), but it seems to be difficult to find pre-images in a coherent way
without using some kind of non-rational group homomorphism.

It remains an open problem either to show that DDH is easy on ordinary elliptic curves
in all cases, or to give evidence that the problem is hard in the remaining two cases (that is,
the two eigenspaces of Frobenius).

The generalisation of these results to the case of abelian varieties of higher dimension
seems to be hard. In particular, our algorithm relies on modular equations to compute
isogenies, and it is a well-known open problem to extend these techniques to the higher-
dimensional case.

Acknowledgements . We are grateful to Paulo Barreto, Florian Hess, Takakazu Satoh, Alice
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